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Abstract

Quantitative measures of human performance and reliability are fundamental in the support
of nuclear power plant safety culture. These measures can be used not only for updating
human reliability data, but also to quantify organizational performance factors. This
dissertation is focused on human and organizational reliability, with the objective of
developing a process to monitor and reduce the number of consequential errors in nuclear
power plants. With this end in mind, this dissertation develops a new analysis method and
associated capabilities to evaluate and predict organizational resilience levels of the nuclear
power plant. It identifies the human and organizational errors associated with causes of
consequential events. New leading performance indicators are developed that provide
insights into organizational stress levels, leading to and facilitating the development of
compensating measures to reduce stress levels (i.e., increase organizational resilience
levels).

The development of operational performance indicators is of utmost importance for nuclear
power plants, since they measure, track and trend plant operation. Leading or predictive
indicators are ideal for reducing the likelihood of consequential events. This dissertation
describes the operational data analysis of the information contained in ten years of
Condition Reports generated by one plant’s Corrective Action Program (CAP). The
methodology considers human error and organizational factors because of their large
contribution to consequential events. The results include a tool to be used for the
identification, prediction and reduction of the likelihood of significant consequential events.
This tool is based on the resilience curve, a stress-strain curve that was built from the
plant’s operational data. The stress is described by the number of unresolved Condition
Reports. The strain is represented by the number of preventive maintenance tasks and other
periodic work activities (i.e., baseline activities), as well as ongoing corrective actions to
resolve the Condition Reports (i.e., corrective action workload). The use of the Condition
Reporting Program is appropriate since for this plant it represents both permanent,
repetitive work activities (i.e., baseline) and emergent work activities. The resilience
threshold is determined for the facility. When this threshold is exceeded, the resultant
organizational stress exceeds the station’s ability to operate successfully, with a
corresponding increased likelihood that a consequential event will occur. A leading
performance indicator is developed to reduce the likelihood of consequential events at
nuclear power plants through the recognition of plant specific situations leading to or
contributing to excessive organizational stress levels (i.e., reduced organizational resilience
margins).

When the performance indicator shows a decrease in resilience, a Bayesian Belief Network
(BBN) is used to determine the best barrier to install. The methodology developed in the
dissertation to build and evaluate the BBN is based on the interactions among causes in the
CAP database. The model is expanded to be able to compare the barriers based on their
costs and savings in order to aid the plant in choosing the most appropriate barrier. These
barriers translate into plant specific compensatory measures that can be utilized by station
management or personnel to offset reduced organizational resilience margins.



Introduction

Background

The Nuclear Regulatory Commission’s “Policy Statement on the Conduct of Nuclear
Power Plant Operations” (NRC, 1989) refers to safety culture as “the necessary full
attention to safety matters” and the “personal dedication and accountability of all
individuals engaged in any activity which has a bearing on the safety of nuclear power
plants. A strong safety culture is one that has a strong safety-first focus.”

The Commission has referenced the International Nuclear Safety Advisory Group's
(INSAG) definition of safety culture as follows: “Safety Culture is that assembly of
characteristics and attitudes in organizations and individuals which establishes that, as an
overriding priority, nuclear plant safety issues receive the attention warranted by their
significance.”

The Commission’s policy statement “Freedom of Employees in the Nuclear Industry to
Raise Safety Concerns Without Fear of Retaliation,” May 14, 1996, describes the Safety
Conscious Work Environment (SCWE) as "a work environment where employees are
encouraged to raise safety concerns and where concerns are promptly reviewed, given the
proper priority based on their potential safety significance, and appropriately resolved with
timely feedback to the originator of the concerns and to other employees." SCWE is
described as an attribute of safety culture in SECY-04-0111, “Recommended Staff Actions
Regarding Agency Guidance in the Areas of Safety Conscious Work Environment and
Safety Culture,” August 30, 2004. The NRC has developed Guidance for Establishing and
Maintaining a Safety Conscious Work Environment.

However, human error cannot be avoided, as mentioned in an assessment conducted by the
Commissariat a 1’Energie Atomique (CEA) in France that concluded that no amount of
technical innovation can eliminate the risk of human-induced errors associated with the
operation of nuclear power plants. Two types of mistakes were deemed most serious: errors
committed during field operations, such as maintenance and testing, that can cause an
accident or cause a malfunction or failure of important equipment; and human errors made
during operational events that cascade to complete failure of safety functions or systems
(Evans, 2011).

The concern about human errors is not only that they can impact initiating event frequency,
but also that they can cause unexpected failures in the plant that can cause plant downtime
or worker injury (which also affects the safety of the plant). For example, human errors in
test and maintenance activities of NPPs have the potential for inducing unplanned reactor
trips. The Korean regulatory organization for nuclear and radiological systems, Korea
Institute of Nuclear Safety (KINS), provides a list of the major events, including unplanned
reactor trips and unplanned initiations of safety systems that have occurred in Korean
nuclear power plants, on a public website, the Operational Performance Information
System (OPIS) (KINS, 2013). According to OPIS, about 23% of the events that occurred
during 2002 ~ 2006 were caused by human error. More recently, during 2004 ~ 2005, the



contribution of human error to the unplanned reactor trip events had grown to about 34%, a
significant increase. Recently the data indicates that there were 150 trip events from 2004-
2013, 32 of which (21%) were assigned as due to human error.

It appears that the coding rules (i.e., for assigning cause of an event as being the result of
human error) were stable over the coding periods; that is: 2002-2006: 23/102(23%), 2004-
2005 13/39 (34%), 2002-2003:8/44 (18.2%), 2005-2006: 8/40 (20%). In data from the
Licensee Event Reports (LERs) in the United States, the contribution to unplanned
SCRAMs during maintenance and surveillance activities was shown to be almost 40%
(Wegner, 1999). INPO also issued several Significant Operating Event Reports (SOERSs)
that further point to declining human performance.

Interest in analyzing and reducing the human-induced or human-related unplanned reactor
trip events has been increasing gradually in response to the increased number of human-
induced unplanned reactor trip events (Kim & Park, 2008; Kim & Park, 2011).

Test and maintenance activities performed in nuclear power plants are essential for
sustaining the safety of the power plant and maintaining the reliability of plant systems and
components. However, on the other hand, the potential of human errors during test and
maintenance activities has also the possibility of inducing unplanned reactor trips or power
derate in an active error mode, or inducing latent failures that render safety-related systems
or functions unavailable when they are demanded for incidents/accidents (Reason, 1990;
Dhillon & Liu, 2006). Often, human errors are related to problems in establishing the
maintenance or testing boundaries (i.e., equipment clearances) to allow these activities to
be performed in a safe manner without inadvertent actuations of equipment or endangering
plant personnel.

Generally in conventional probabilistic safety assessments (PSAs), human actions leading
to initiating events, i.e., unplanned reactor trips or power reductions, have not been
modeled explicitly, while maintenance human errors have only been modeled in PSA on
the aspect of system unavailability (IAEA, 1992; TAEA, 1995). Laakso, Pyy & Reiman
(1998) and Pyy (2001) introduced an analysis of maintenance human failures and their
effects, and discussed their safety significance from the PSA point of view; however, the
effects and safety significance of maintenance related human failures mainly included
equipment unavailability or equipment malfunction, very few were related to unplanned
reactor trips. But, there is a growing need to analyze the mechanism associated with
human-induced unplanned reactor trips and the organizational constraints and
characteristics associated with often performed maintenance and testing activities leading to
consequential human errors such as unplanned reactor trips, in order to provide a basis for
managing maintenance and operations related human errors as well as to incorporate
human-induced initiators more explicitly in PSA models (Hirschberg, 2004; Canavan &
Hannaman, 2004). INPO/WANO track consequential operational events and have noted a
trend upwards over the last several years prompting their issuance of SOER 10-02 where
the balance between rule based and knowledge based procedural guidance is being further
evaluated resulting in questions related to the risk significance of performing routine
stations activities (e.g., surveillance tests, preventive maintenance activities, etc.).



Here, the concern is not only induced reactor trips, but also human errors that can cause
undesirable (i.e., consequential) events or complications such as an inadvertent Safety
Injection actuation or inadvertent actuation of equipment. An event of this type was seen in
the nuclear industry where a human error can cause a complication, given an accident (e.g.,
Three Mile Island).

The accident started at 4:00 a.m. on Wednesday March 28, 1979 with the loss of normal
water supply to the steam generators. The primary transient caused emergency shutdown,
which gradually lowered pressure in the primary cooling system. After 12 seconds the relief
valve received as normal the command to close but this valve remains jammed open. The
primary cooling system continued to discharge into the pressurizer relief tank, located in
the containment, at a flow-rate of 60 metric tons per hour (there are approximately 200
metric tons of primary coolant).

The steam generator auxiliary feedwater system pumps started up normally after 30
seconds, but the connecting valves between the pumps and the steam generators were
closed instead of open, due to a maintenance error. The generators dried out in 2 to 3
minutes, stopping all cooling of the primary system. Although the position indicator for
these valves located in the control room signal this fault, eight minutes passed before the
operators identified the fault and gave the command manually to open the valves. Twenty-
five minutes passed before the situation of the secondary cooling system stabilized, after

numerous operations, no doubt commanding all the attention of the operating team (IAEA,
2012).

In addition, there have been events that do not cause a nuclear safety event (i.e., a core
damaging event); however, their consequential cost is high due to lost generation,
equipment damaged due to maintenance human errors (e.g., improper/incorrect
lubrication), radiological cleanup and associated costs, lost time accidents, and
equipment/plant damage due to inappropriate operation of equipment (e.g., flooding a room
by opening a wrong valve, etc.).

Large amounts of plant event data exist from nuclear power plant Corrective Action
Programs (CAP). These corrective action programs are the primary mechanism where
station employees and contractors identify problems and issues that need to be addressed.
In most cases, items in the CAP are minor or administrative and planned events such as a
work order that can also be identified through CAP. The CAP is intended to provide station
personnel with a means to identify problems no matter how big or small and CAP also
satisfies regulatory requirements for Problem Identification and Reporting processes.
However, this data is not uniform from station to station and has not been assembled in a
manner that is helpful to fully understand human error rates, their associated human error
classification, and their risk significance. Although thousands of events are reported each
year (most of which are administrative low level items and not risk significant, the
classification is done differently at each plant, thus making difficult the formation of a
generic database or any subsequent higher level analyses or research, such as that typically
existing for equipment (e.g., Equipment Reliability Programs). For this reason alone, it is
important to reactor safety to design a human error data base that provides the process, data
and information to facilitate quantitative analyses and future human performance research,



based on actual plant events as documented in Corrective Action Programs and other
industry programs (e.g., NRC Licensee Event Reports, INPO Significant Operating
Experience Reports). Once developed such a database and associated computational
algorithms could be maintained and updated to provide insightful trends into human
performance and formal Human Reliability Analyses (HRA) not only on a plant specific
basis but also on a fleet or industry basis; and these are the goals of the research presented
in this dissertation. This potentially could allow human error precursors to consequential
operational events to be better identified and allow risk management methods to reduce the
likelihood of events.

Human Error Data

Human error is almost always involved in one way or another in accidents in any industry,
and the nuclear industry is not an exception. While it is possible to refer to the major
accidents that have occurred and investigate the human causes, this study concentrates
rather on human actions that are carried out daily, such as during maintenance activities.
Also, in this study we are concentrating on the occurrence of consequential events during
normal operation and outages, and not solely core melt accidents. This type of information
is recorded in the Condition Reports (CRs) of the Corrective Action Programs (CAPs). The
database created from these events is used in this study to investigate the relationships
between the causes and their effect on consequential event frequency.

Human error and organizational performance is of special interest in any industry, and the
nuclear industry has developed methods for performing Human Reliability Analysis (HRA)
to calculate the contribution of human error to accidents. While built on human factors,
HRA distinguished itself early on from human factors due to its emphasis on predicting
human performance. While one of the major focus areas of human factors has been
improving the design of novel systems to optimize human performance, HRA has largely
focused on predicting human performance for as-built systems. Over time, as HRA became
closely tied particularly to the nuclear energy industry, it increasingly became a field
associated more with reliability engineering than human factors. Yet, the similarity to
human factors has not abated, nor has the opportunity for the two fields to cooperate.
Human factors research provides the empirical basis to support predicting human
performance in HRA. Importantly, HRA continues to benefit human factors by providing:
(1) a framework for modeling human performance, (2) an example of how a human factors
discipline can be seamlessly integrated with an engineering field, and (3) insights on how
predictive modeling may be used as a system design tool (Boring, R.L., Roth, E., Straeter,
O., Laumann, K., Blackman, H.S., Oxstrand, J., & Persensky, J.J., 2009).

There have been projects to collect data to inform quantification in HRA, starting with the
work done for the THERP methodology by Swain (1983). These efforts have continued to
the present time, with efforts like the US Nuclear Regulatory Commission’s Human Event
Repository and Analysis (HERA) system (Hallbert, et al., 2007) and the UK’s CORE
Database (Kirwan, 1997). However, many experts in HRA are of the opinion that there
should have been more effort on collecting human error data for the purpose of quantifying
the probabilities of human error (Boring, 2012); however, there does exist a wealth of
information in the Condition Reports, products of the Corrective Action Programs, at most



nuclear plants. The corrective action process includes formal mechanisms to report,
capture, assess, and correct organizational failures or shortcomings. Typically the focus is
placed on identifying root causes and implementing corrective actions to ensure
organizational learning and improvement.

In fact, in the nuclear industry, we propose that the CAPs are a source of metadata. The
information contained in the CRs at every nuclear power plant is invaluable, and while the
reports for each event may be lengthy, there should be an efficient way to record, store and
retrieve data and feedback continually. The statistics of the data can tell us much about the
trends in failures, whether system or human failures; however, if the information is not
codified to work for the intended database, the results may be inaccurate. For this reason,
this dissertation describes the review and work done to extract benefit from the root cause
analysis done on any abnormal occurrence at a nuclear plant, and presents a model to
include this wealth of information in a structure that furthers the knowledge management
about human errors in nuclear power plants.

The cause coding together with study of written descriptions in the failure and repair work
orders helps to identify candidates of human errors related to maintenance activities. From
a sample containing thousands of Condition Reports labeled human-related it was possible
to utilize it for evaluating the effect of introducing barriers to the plant. Once validated, the
model can serve to predict events, risk-inform the procedures to reduce the reoccurrence of
the events, and to avoid consequential events.

Problem Statement

As was mentioned in the previous section, maintenance and testing (e.g., surveillance
testing) of reactor systems are important causes of unplanned reactor trips, turbine trips,
down-power events, inadvertent system actuations, damage to the plant equipment and
even harm to workers and possibly to the public. For this reason it is essential to find ways
to reduce undesired events. Although there is an entire discipline entitled Human
Reliability Analysis used in Probabilistic Safety Analyses which analyzes human errors and
their probabilities for PRA, there are several limitations. This analysis only considers errors
on components that are modeled in the PRA. Also, the research and in-depth analysis has
been concentrated on the human errors after an initiating event presents itself (i.e., post-
initiator). The end state considered is core melt or large, early release.

In addition, human errors are usually classified into three types:

A. Pre-initiator human actions,
B. Human errors that cause initiating events and,
C. Post-initiating event human actions.

Type C analysis is the center of many present Human Reliability Analysis (HRA) research
projects as well as nearly all of the HRAs that have been done for commercial plants. Type
B events are typically considered to be included in the initiating event frequency. Finally,
Type A errors are included in the HRA, that is, actions that can be performed erroneously
and cause an equipment misalignment or miscalibration; however, these events are usually



found to be not risk significant' for PSA purposes and thus not highly scrutinized in the
review processes. They can, in fact, be highly risk significant from the perspective of a
consequential operational event which is the point being emphasized by nuclear oversight
organizations such as INPO.

A quantitative method for establishing the contribution of human performance and
reliability to consequential operational events leading to, but prior to an initiating event is
needed to quantitatively correlate human performance and reliability of often repeated tasks
and activities to operational events considered undesirable during nuclear power plant
operation leading to, but prior to, an initiating event. It is important to establish quantitative
measures of human performance and reliability (i.e., figures-of-merit) prior to the
occurrence of an initiating event, as well as to provide a method to evaluate organizational
and operational practices and processes (i.e., procedures) to assess the risk contribution of
those activities leading to initiating events.

Human performance and human reliability focused risk informed performance indicators
are needed to monitor consequential human performance trends and measure effectiveness
of station processes, procedures, and corrective actions. This could be a basis for a
systematic approach for establishing the risk significance of procedural related human
actions (i.e., procedure risk profiling) performed at nuclear power stations (e.g., Operations
and Maintenance organizations).

Thus, for this thesis, it is proposed to develop a robust human performance monitoring and
tracking methodology and tool that can be deployed to nuclear plant organizations for the
purposes of quantitatively measuring and monitoring human performance events and trends
for the purposes of reducing the occurrence of consequential human errors (i.e., prior to the
initiating event).

Justification

Nuclear energy is necessary to fulfill energy demands supporting civilized societies as an
environmentally clean source of baseload electric power, but has potential hazards
associated with the use of fissionable materials. Thus, this is an important topic to study in
more detail. Safety is the highest priority issue at nuclear power stations and one of the
most important contributors to assuring safety is improving human performance. Due to the
dramatic increase of significant operational events in recent years (INPO, 2010), there is a
need to develop and deploy risk informed solutions that can be applied to procedures / work
instructions to ensure that the right level of detail and human factor engineering principles
are applied to critical activities to reduce the likelihood of active and latent errors that
challenge reactor safety and equipment reliability, in effect, increase safety culture at
nuclear power plants.

In fact, Magwood (2015) writes that safety culture has been identified as having played an
important role in allowing precursor conditions at Fukushima to go unaddressed. Ensuring
nuclear reactor safety is not only a question of physical protection against all credible

! This is defined as having a risk importance measure of RAW>2 or FV>.005.



threats, enhancing robustness of important safety systems and increasing redundancy of
back-up power and water cooling systems, but also one of making certain that qualified and
trained staff are supported by effective procedures. However, these assets are valued only
in an organizational culture that places a premium on ensuring high levels of safety, or
implementing what is called an effective 'nuclear safety culture'. In recognition of the
importance of such factors, this disertation presents an approach to enhancing
organizational resilience so that staff is better able to respond under increasing
organizational stress due to an excess of work activities.

The structure of the dissertation is as follows:

Chapter 1 presents analysis of the data contained in the CAP database. The methodology
followed during this study is also presented.

Chapter 2 presents de development of the resilience curve and leading performance
indicator.

Chapter 3 presents the development of the tool for evaluating barriers, employing Bayesian
Networks.

The Conclusions summarize the project and discuss future work.



Chapter 1 Methodology/Data Analysis

The methodology includes examining the data and finding ways to convert data to
information and then to knowledge that can be shared and maintained using a knowledge
management tool or system. In particular, given the current state of the nuclear industry due
to many simultaneous retirements, there is a great need for nuclear knowledge
management.

"Organizational resilience" can be considered as the ability of an organization to anticipate,
prepare for, and respond and adapt to incremental change and sudden disruptions in order
to survive and prosper. Resilience engineering, adapting materials science, the use of factor
analysis, bayesian networks, etc.

The development of the resilience curve is used to identify when barriers should be
evaluated to implement to avoid consequential events.

The curve is developed into a leading performance indicator to ease the interpretation for
the plant personnel.

When the stress factor is in the white band, the plant should check upcoming maintenance
programs to combine with the stress factor and start the barrier analysis

The barrier analysis consists of using the bayesian network for determining what the cost
and benefit of each barrier.

The barrier is chosen for the problem at hand and is recommended for implementation. It
may be a temporary or permanent barrier.

Analysis of effectiveness of barrier should be carried out, and if it is permanent, there
should be periodic evaluations.

1.1 Use of Statistics for Pre-Initiators

1.1.1 Classification of Events

The observation of the nuclear power plants’ Condition Reports makes it evident that
human performance is important. For example, in several of the plant CAP databases, 20%
of all Condition Reports are coded as human performance. In the Korean plants, the public
database also indicates a 20% contribution due to human performance (KINS, 2013). In the
INPO Consolidated Event System database (ICES), which is an effort to combine EPIX
and NPRDS data, only a 7% contribution from human caused e